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Utilities modernizing field operations with private cellular face an operational bottleneck: the secure 
onboarding and managing of a diverse fleet of OT and IoT devices. Manual activation, fragmented identity 
management, and siloed network controls can slow deployment, drive up costs, and expose critical 
infrastructure to risk. To deploy and scale networks efficiently, utilities require an automated, secure, and 
scalable way to provision and manage SIMs and subscribers. 

OneLayer and Ericsson have integrated to work with leading SIM providers on secure, automated SIM 
provisioning that unifies device identity, network policy, and lifecycle control across private wireless 
environments. 

How It Works: 5-Step Process 
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*Keys can only be fully decrypted at the ERICSSON core, as the OP key is known only there. OneLayer is never exposed to the OP key. 
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Customer Orders SIM Package: Place an order with the . 

Automatic SIM File Collection:  automatically collects the SIM shipment file, which includes 
encrypted SIM keys, from the . 

Encrypted Provisioning*:  automatically provisions the SIMs to the  database, 
ensuring security both during transfer and at rest.

User Activation: Mission critical network operators activate SIMs through , which 
communicates with  Dynamic Activation Solution for activation and edits. 

Device Fingerprint and Validation:  automatically fingerprints the device and ensures the 
device and subscriber profile match. 
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Benefits 

About Ericsson 

Ericsson’s high-performing networks provide connectivity for 
billions of people every day. For nearly 150 years, we’ve been 
pioneers in creating technology for communication. We offer 
mobile communication and connectivity solutions for service 
providers and enterprises. Together with our customers and 
partners, we make the digital world of tomorrow a reality. 

OneLayer delivers dedicated security and device visibility 
for private cellular networks. With unique fingerprinting and 
profiling that extend trust beyond SIMs, OneLayer bridges 

private 4G/5G with enterprise security standards — 
enabling organizations to scale industrial use cases 

securely and confidently. 

About OneLayer 

Comprehensive 
Device Inventory

Eliminate manual subscriber 
provisioning processes: 

Track and Secure Cellular-
Connected Devices:

Secure Devices at 
Network Attachment: 

Identify all cellular-connected devices – including 
non-cellular devices hidden behind routers and 
adaptors 

Enable continuous onboarding of new SIM cards 
in bulk while reducing processes prone to human 
error 

OneLayer dynamically segments devices based on 
Device identity, fingerprint, sim profiles, location and 
more. It provides a live network map with topological 
and geographic views of every device, simplifying 
operations, troubleshooting, and security. 

Securely exchange keys (always encrypted by 
design – from shipment to core) between integrated 
partners AND use OneLayer device visibility to 
support device tracking and network segmentation 
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